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MEMORANDUM OF UNDERSTANDING 

Between 

RedTeam Hacker Academy Kottakkal 

4th Floor, K.P.M Tower, Tirur - Malappuram - Manjeri Rd, above South Indian Bank, Kottakkal 

And 

Malabar College of Advanced Studies,Vcngara 

This Memorandum of Understanding (MOU) sets the terms and understanding between 

the RedTeam Hacker Academy Kottkkal and Malabar Collt!ge of Advanced Studies,Vengara to nurtu1a 

academic and research aptitude among students. This MoU will be fulfilled by unde~taking the following 

Acclivities: 

• Conduct certificate courses for students 

• Malabar College of Advanced Studies,Vengara will be a collaborator with RedTeam Hacker AcadeMj 

kottakal for its various programs. 

• Offer jobs for capable students .. 

• •Y~ffer internship programs for interested students. , T~~R ACADEMY 
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Specific Objectives To enhance the students with skills particularly on IT Infrastructure Management, 

Linux Administration, Application and Infrastructure Vulnerability Assessment and Penetration 

Testing 

Target audience - Beginners & Cyber Security Enthusiast 

ROLES AND RESPONSIBILITIES OF TWO PARTIES 

Herc is a list of responsibilities we promise to :igrec upon and carry out if your institution wants to 

collaborate with us 

• Through this venture we will build a Center of Excellence - Cybersecurity in your 

Organization to make our students job-ready by the end of the training 

• By continually delivering the knowledge delivery sessions and exercises students 

will excel in Cybcrsecurity Skill Sets. 

• Facilitate a platform for the students to showcase their skillsets. 

• We will contribute content on various security topics including Cybersecurity, 

Ethical Hacking. and Digital Forensics. 

• Provide Deliverables on recent cybersecurity news and updates will help the 

students and Faculties up-to-date ,.vith the trends and trendsetters. 

• Special consideration for the students of College on Academic project support. 

• Potentially exploring future engagements of common interest, between RedTeam 

and your institute Explore and execute the possibilities of engaging with you to 

conduct security awareness sessions. speeches. webinars, podcasts, training, etc. 

on a mutually agreed fee basis. • Explore the possibility of 

partnering in organizing cybersecurity conferences. 

Events. ancf Summits across the world and/or virtual with your students. 

• Explore any other areas of mutually interesting engagements that can be executed by 

pa1tnering with your students 
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Herc is a list of responsibilities you should promise to agree upon to collaborate with us 

• Publishing of a11icles and other types of content periodically provided by RedTeam 

Hacker Academy. 

• Ensures all the students should sign the Non-Disclosure Agreement before the 

commencement of the class. 

• Review and provide feedback on the content provided for necessary corrections or 

replacement. Ensure to give credit for the articles/content to the RedTeam contributors, by 

including their names/profiles appropriately. 

• Exploring and executing the possibilities of providing training leads to RedTeam. 

• Explore and execute the possibilities of front-ending RedTeam training 

through your channels. • Adhere to the terms of agreements, and 

commercial commitments as applicable. 

• Discuss and mutually agree on tem1s and conditions for various engagements that can 

benefit the organiz.ation towards its objectives. 

• Assigning a POC (Point of contact) for your institute for coordinating with RedTeam 

Hacker Academy for timely updates and notifications. 

• Fee follow-ups and collection should be under the responsibility of Malabar College 

of Advanced Studies. Vengara 

• Any other terms and conditions shall be mutually discussed and documented through a 

fonnal email and later added to this MoU as applicable. 

• Ensure to adhere to the Non-Disclosure Agreement (NOA) with respect to confidential 

information exchanged. as applicable 

• Sharing the RedTearn Logo to the Pages we publish the contents on 

selected topics 

RedTeamHacker Academy 

(i)RedTeam Hacker Academy will make sure that the stutjents' skills meet the 

needs of the Cybersecurity industry. 

(ii) RedTeam Hacker Academy routes the students to interviews and placements in the market. 
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(iii) RcdTcam Hacker Academy will b . . • 
e prov1d1ng a Certificate of course Completion 

based on the performance and assessment s. 

Student Benefits 

How will students benefit? 

(i) Students will meet the required skills to get placed themselves in the prestigious Cyber Security InduStry 

with skills and knowledge acquired through RedTeam Training. 

(ii) Meet with industry leaders and experts through RedTeam Meet an Expert Program. 

(iii) Mock interview Sessions and Pre-Interview Assessments for the qualified students. 

(iv) Toolkits and e-Book 

(v) Access to the Recorded Content of the course 

(vi) On-Demand Access 

(vii) Exclusive Soft-skill Training from RedTeam 

Why RedTcam Hacker Academy? 

• The Most Sought After And Highly In-Demand Courses 

• Industry Expert Faculty Members 

• Excellent Lab Facilities 

• Intelligent Platform Design 

• Feasible Fee Structure . 
. . W'th Well Cralted Curriculum 

• Completely Equipped Tra1n111g I 

. w· 1 L've Scoreboard 
• Performance Tracking it 1 1 ,, 

. - • . Platform "Pentest Gnrage 
• Learning Through Gamif ica!lon 

• Flexible Schedule 

• International Certifications 

• Career Guidance 

• Placement Ori vcs d U datl!d Virtual lnfrastructllre for E-Learning 

, • " Advanced An P • 
• • RedTeam Xpenence . 'th other cyber enthusiasts 

. . . n to make conncct1011s w1 
• Groups and Co111111un111es optio 
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(i) Students will meet the required k'll 

. . s I s to get placed themselves into the prestigious Cyber Security lndustr) 

with skills and knowledge acquired thro I R d .. 
ug 1 e Team Trammg. 

(ii) Meet with industry leader d 
s an experts through RedTeam Meet an Expert Program. 

(iii) Toolkits and e-Book 

(iv) Exclusive Sofi-skill Trainings from RedTeam 

Overview 
Certified Cyber Security Analyst 

As the demand for Cyber Defense Workforce increased drastically over the years, The need for skilled Cyber 

Security Analysts is on rising. The certified Cyber Security Analyst Program focuses on developing the skill 

set which meets the industry requirements. Starting from the Essentials, the program will equip the students 

with the best in industry knO\,vledge, tactics, and too/sets from Attack to Defenses. After completing the CCS 

Course students can directly map to the job roles in the Industry like - Security Analyst, Security Engineer, 

SOC Analyst, Application Security Engineer, etc. 

Course Duration and Fee Modules 

Certified Cyber Duration: 60brs 
I. Networks and Cybersccurity Essentials 

Security Analyst 
2. Linux for Security Professionals 

3. Anonymity and VPN 

(CCSA) 
Fee: 899 INR 4. Open Source Intelligence 

5. Art of Scanning and Protocol Enumerations 

6. Vulnerability Assessment 

7. Password Cracking 

8. Social Engineering Attacks 

9. System Hacking and Post Exploitations 

10. Application Security Overview 

11. Enterprise Network Security 

12. Security Operations and Management 

13. Security Information and Event Management 
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• \\'c "ill prm idc thl.' rcrnrdl.'d col11~..: (For CCSI\) und \\I.' will provide 11101111 of (JO 
IHn11-:- of rcrnrdl.'d trnining. 

• Pl:,ct·mcnt :1:-,i:-.t:111ct..: i:- in,:ludl·d in thc trnining prngram. 

• I ht' ~\Hll':-1.' l~t' for thc pwgr:un llt.:l'd:- t,1 b...: paid I 001~0 :It thl! bl!ginning of' the 
cnursc. 

• ln the pcrind l,f pnrtncrship "ith Rt..:d I l':tm I luc~rr l\1.:udc111y, Partners nrc not 

:111,mcd tl) lll:l~c ct,llabllnlti,,ns "ith other Cyht:r ~rcurity trnining pur111crs. 

\'his~ loll is at will and ma~ he modi tied by mutual consent of authorized officials from either side. This 

\oU shall become dfocti\'e upon signature by the authorized officials and will remain in effect until 

IHlHlifo:d or terminated by any one of th1.: authorized oflicials of the two institutions. 

rhis agt\;Clllcnt will be valid for one year until it is deliberately terminated by either party on mutually 

agrccd tcrms. during which period will take effective steps for implementation of this MoU. The renewal 

of the same is possibk alla the termination ofMoU. (}_ -~ • 

Pa11ncrs· Comact Information ttt91 
Compan~: REOTEAl\l HACKER ACADEMY KOTTAKKAL 

Name: Strrl'I~~ k-. J 
Position: 13"'fll~ H.u-JJ . 
Date: I Of o/ O,;.:? . 

Authorizr..:d signator) 

Partner name: Malabar College of A<lvuncc<l Studies, Vcngara 

Name : Ibis. "1\...J. • 1 J 
Position : f-, ,',, (' .J - ; -[~ 
Date: I "/ O 1 /J.)) 

Authorized 
\ {J"'//' 

RED TEAM HACKER ACADEM'l 
4111 Floor, K.P.M Tower, Tirur 
Malappuram • MlnJtrl Road 
Kottakkal, Ktrall - 871 503 

Seal: 

h (l-:- . \ 
\ -tf<' /~ p t \n c"arge of Prln: • 

~- • coie9e of M\Jan 
Ma\auar . \Je t\t~ 

Seal: Stud1~s, 
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