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MEMORANDUM OF UNDERSTANDING
Between
RedTeam Hacker Academy Kottakkal
4th Floor, K.P.M Tower, Tirur - Malappuram - Manjeri Rd, above South Indian Bank, Kottakkal
| And
Malabar College of Advanced Studies,Vengara
This Memorandum of Understanding (MOU) sets the terms and understanding between
the RedTeam Hacker Academy Kottkkal and Malabar College of Advanced Studies,Vengara to nurtuve

academic and research aptitude among students. This MoU will be fulfilled by undertaking the following

Acclivities:
e Conduct certificate courses for students
e Malabar College of Advanced Studies,Vengara will be a collaborator with RedTeam Hacker Acadery
kottakal for its various programs.

e Offer jobs for capable students..

e Offer internship programs for interested students.
RED TEAM HACKER ACADEMY

' 4” Floor, K. PM T , Tirur
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Specific Objectives To enhance the students with skills panicularly on IT Infrastructure Management,

Linux Administration, Application and Infrastructure Vulnerability Assessment and Penetration

Testing

Target audience - Beginners & Cyber Security Enthusiast

ROLES AND RESPONSIBILITIES OF TWO PARTIES

Here is a list of responsibilities we promise to agree upon and carry out if your institution wants to

collaborate with us

e Through this venture we will build a Center of Excellence - Cybersecurity in your
Organization to make our students job-ready by the end of the training

e By continually delivering the knowledge delivery sessions and exercises students
will excel in Cybersecurity Skill Sets.

e Facilitate a platform for the students to showcase their skillsets.

e We will contribute content on various security topics including Cybersecurity.
Ethical Hacking. and Digital Forensics. ‘

e Provide Deliverables on recent cybersecurity news and updates will help the
students and Faculties up-to-date with the trends and trendsetters.

e Special consideration for the students of College on Academic project support.

e Potentially exploring future engagements of common interest, between RedTeam
and your institute Explore and execute the possibilities of engaging with you to
conduct security awareness sessions. speeches. webinars, podcasts, training, etc.
on a mutually agreed fee basis. - Explore the possibility of
partnering in organizing cybersecurity conferences,

Events. and Summits across the world and/or virtual with your students.
e Explore any other areas of mutually interesting engagements that can be executed by

partnering with your students



Here is a list of responsibilities you should promise to a

Publishing of articles and otherty
Hacker Academy.

e Ensures all the students should sign the Non-Disclosure Agreement before the

commencement of the class.
e Review and provide feedback on the content provided for necessary corrections or

replacement. Ensure 10 give credit for the articles/content 1o
including their names/profiles appropriately.

ng and executing the possibilities of providin
sibilities of front-ending RedTeam training

e Exploril g training leads to RedTeam.

e Explore and execute the pos

through your channels.
commercial commitments as applicable.

e Discuss and mutually agree on terms and condition

benefit the organization towards its objectives.

e Assigning a POC (Point of contact) for your institute for coordinating W

Hacker Academy for timely updates and notifications.

e Fee follow-ups and collection should be under the resp

of Advanced Studies.Vengara

ser terms and conditions shall be mut
d later added to this MoU as applicable.
Non-Disclosure Agreement (NDA)

e Anyotl ually discussed and documented through

formal email an
e Ensure to adhere to the
information exchanged. as applicable

e Sharing the RedTeam Logo to the Pages we publish the contents on

selected topics

RedTeamHacker Academy

demy will make sure that the students' skills meet the

(i)RedTeam Hacker Aca

needs of the Cybersecurity industry.

(ii) RedTeam Hacker Academy routes the students to interviews and placements in t

gree upon to collaborate with us

pes of content periodically provided by RedTeam

the RedTeam contributors, by

. Adhere to the terms of agreements, and

s for various engagements that can

ith RedTeam

onsibility of Malabar College

a

with respect to confidential

he market.



(iii) RedTeam Hacker Acade .
m
— : Y Will be providing a Certificate of i
ased on the performance and assessment e of course Completion
nts.

Student Benefits

How will students benefit?

(i) Students will meet the requi i
red sk
quired skills to get placed themselves in the prestigious Cyber Security Industry

with skills and knowledge acquired through RedTeam Training

(i) Meet with industry leaders and experts through RedTeam N;eet an Expert Program.
(iii) Mock interview Sessions and Pre-Interview Assessments for the qualified students.
(iv) Toolkits and e-Book

(v) Access to the Recorded Content of the course

(vi) On-Demand Access

(vii) Exclusive Soft-skill Training from RedTeam

Why RedTeam Hacker Academy?

e The Most Sought After And Highly In-Demand Courses
e Industry Expert Faculty Members

e Excellent Lab Facilities

e Intelligent Platform Design

e Feasible Fee Structur¢

Equipped Training With W
king With Live Scoreboard

e Completely ell Crafted Curriculum

e Performance Trac
e Learning Through Gamification platform “Pentest Garage

e Flexible Schedule
e International Certifications
e Career Guidance

e Placement Drives 7 .
* Advanced And Updated Virtual Infrastructure for E-Learning

ption to make conn

e “RedTeam Xperience’
cctions with other cyber enthusiasts

Groups and Communities ©



(i) Students will meet the requi i
quired skills to get placed themselves into the prestigious Cyber Security Industr)

with ski 2 i
ills and knowledge acquired through RedTeam Training

(ii) Meet with industry leaders
industry leaders and experts through RedTeam Meet an Expert Program.

(iii) Toolkits and e-Book
(iv) Exclusive Soft-skill Trainings from RedTeam

Certified Cyber Security Analyst
Overview
skilled Cyber
g the skill

As the demand for Cyber Defense Workforce increased drastically over the years, The need for

Security Analysts is on rising. The certified Cyber Security Analyst Program focuses on developin

Is, the program will equip the students

set which meets the industry requirements. Starting from the Essentia
Defenses. After completing the CCS

with the best in industry knowledge, tactics, and toolsets from Attack to

o the job roles in the Industry like - Security Analyst, Security Engineer,

Course students can directly map t

SOC Analyst, Application Security Engineer, etc.
_///

I —————
Modules

o e =

Duration and Fee

Course
/___/—

Duration: 60hrs
1. Networks and Cybersecurity Essentials

Certified Cyber
Security Analyst
(CCSA)

Linux for Security Professionals

Anonymity and VPN

H W

Fee: 899 INR

Open Source Intelligence

Art of Scanning and Protocol Enumerations

N

Vulnerability Assessment

password Cracking

e NS

Social Engineering Attacks

9. System Hacking and Post Exploitations
10. Application Security Overview

11. Enterprise Network Security

12. Sccurity Operations and Management

Information and Event Management

13. Security

L
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0 \\l“‘ provide the ‘uumlud course (For CCSA) and we will provide a total of 60
hours of recorded training.
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Placement assistance is included in the training program

The course fee for the program needs to be paid 100% at the beginning of the
course.

In the period of partnership with Red Team Hacker Academy, Partners are not
allowed to make collaborations with other Cyber security training partners.

This MoU is at will and may be modified by mutual consent of authorized officials from either side. This
MoU shall become effective upon signature by the authorized officials and will remain in effect until
modified or terminated by any one of the authorized officials of the two institutions.

This agreement will be valid for one year until it is deliberately terminated by either party on mutually
agreed terms . during which period will take effective steps for implementation of this MoU . The renewal
of the same is possible after the termination of MoU. '
Partners” Contact Information

) ! M
Company : REDTEAM HACKER ACADEMY KOTTAKKAL RED TEAS p‘;ﬁ‘;ffw‘gf’;}?i

lame: Mala uram - Manjeri Road
Name: Sﬁ‘Mth\\Qﬂﬁ'\Q_ k' B Koﬁgskal. Kerala - 676 503
Position: EY"““J\ Huep :

Date: ‘0/?/09-? , Seal:

Authorized signatory 2: -
Partner name: Malabar College of Advanced Studies, Vengara : {
Name : ft?f; i‘l‘,"u‘,A . 1Y) "7\ /“ inal
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